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1 , (Previously Presented) A method for over-the-air (OTA) activation of a 
vireless xmit in a particular communications system, comprising the steps of: 

A. causing the wireless unit to include a stored key, the stored key having 
>een generated by using a key algorithm (K-algorithm) with an identifier associated with 
he wireless unit as an input to the K-^algoritfam. 

B. causing the wireless unit to receive a wireless unit parameter and a 
verification number over-the-air, the wireless unit parameter including an identification of 
he particular communications system, 

i. the verification number having been generated by using an 
Luthorization algorithm (A-algorithm) having the wireless unit parameter and a key as 
^-algorithm inputs, and 

ii. the key having been generated by the K-algorithm having the 
dentifier associated with die wireless unit as the K-algorithm input; 

C. in response to receipt of the wireless unit parameter and the verification 
lumber, causing the wireless unit to generate a trial verification number by using the A- 
dgorithm vdth the wireless unit paTatneter[s] and the stored key as trial inputs; 

D. causing the wireless unit to compare the verification number to the trial 
verification number for a match; and 

E. in response to finding the match^ causing the wireless unit to use the 
vireless unit parameter for activation of the wireless unit in the particular 
ommunications system. 



(Previously Presented) The method of Claim 1, fiirther including the step 



)f: 



F. in response to failing to find the match, causing the wireless unit to fail to 
ise the wireless unit parametcr[s] for the activation of the wireless unit in tibe particular 
communications system. 
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3. (Previously Presented) The method of Claim 1 , wherein the wireless unit 
] parameter comprises numeric assignment module (NAM) parameters. 

4. (Original) The method of Claim 1, wherein the identifier associated with 
i he wireless unit comprises an electronic serial number (ESN) of the wireless unit. 

5. (Previously Presented) A method to prevent a wireless unit from being 
ffogrammed over-thc-air (OTA), comprising the steps of; 

A. causing the wireless unit to include a stored key, the stored key being 

I ;enerated by using a key algorithm (K-algorifhm) with an identijfieor associated with the 
vireless unit as an input to the K-algorithm; 

B. causing the wireless unit, in response to receipt of informatioa transmitted 

I )TA to the wireless unit, to generate a trial verification number by using an authorization 
I Igorithm (A-algorithm) with the stored key and the information as A-algorithm inputs to 
t le A-algorithm; 

C. causing the wireless unit to compare the trial verification number with at 
; sast a portion of the information for a match; and 

D. causing the wireless unit, in response to failing to find the match, to block 
1 rogramming of the wireless unit 

6. (Original) The method of Claim 5, wherein the information transmitted 
< )TA to the wireless unit comprises numeric assignment module (NAM) parameters. 

7. (Original) The method of Claim 5, wherein the identifier associated with 
t le wireless unit comprises an electronic serial number (ESN) of the wireless unit. 
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8. (Original) The method of Claim 5, wherein the programming of the 
^ /ireless unit comprises activation of the wireless xrnit in a particular commuoications 
J ystems; and wherein causing the wireless unit to block the programming of the wireless 
1 nit comprises causing the wireless unit to block the activation of the wireless unit in the 
] articular communications system. 

9- (Previously Presented) A method for secure over-the-air (OTA) 
programming of a wireless unit, comprising the steps of: 

A. causing the wireless imit to include a stored key; 

B. causing the wireless unit to receive OTA wireless mut parameter and a 
^ erification nimiber; 

C. in response to receipt of the wireless unit parameter and the verification 
)|umber, causing the wireless unit to generate a trial verification number; 

D. causing the wireless unit to compare the verification number to the trial 
^ erification number for a match; and 

£. in response to finding the match, causing the wireless unit to use the 
^ /ireless unit parameter for programming of the wireless imit 



10. (Previously Presented) The method of Claim 9, further including the step 



<f: 



F. in response to failing to find the match, causing the wireless unit to block 
tjie programming of the wireless unit. 

1 1 . (Previously Presented) The method of Claim 9, wherein step A fiirther 
ijicludes the step of: 

causing the wireless imit to include the stored key, the stored key having been 
denerated by using a key algorithm (K-algorithm) and having an identifier associated with 
t le wireless unit as a K-algorithm input. 
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1 2. (Original) The method of Claim 1 1 , wherein the identifier associated 
^ vith the wireless unit comprises an electronic serial number (ESN) of the wireless unit. 

1 3 . (Original) The method of Claim 9, wherein the stored key is relatively 
1 inique to the wireless unit 

1 4. (Previously Presented) The method of Claim 9, wherein step B 
: urther includes the step of: 

causing the wireless unit to receive OTA the wireless imit parameter and the 
/erification number, the verification number having been generated by an authorization 
algorithm (A-algorithm) having the wireless unit parameter[s] and a key as A-algorithm 
nputs. 

1 5. (Original) The method of Claim 14, wherein the key has been generated by 
I key algorithm (K-algorithm) having an identifier associated with the wireless unit as a 
<C-algorithm input. 

1 6. (Original) The method of Claim 14, wherein the key is relatively unique to 
he wireless xmit. 

1 7. (Previously Presented) The method of Claim 9, wherein step C fiirther 
includes the step of: 

in response to receipt of the wireless unit parameter and the verification number, 
causing the wireless unit to generate the trial verification number by using the wireless 
jutiit parameter and the stored key. 
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18. (PreviouslyPresented)lhemethodof Claim 17, wherein step C further 
iicludes the step of: 

in response to receipt of the wireless unit parameter md the verification number, 
dausing the wireless miit to generate tiic trial verification number by using an 
, uthorization algorithm (A-algorithm) with the wireless unit parameter and the stored key 
i s A-algorithm inputs. 

19. (Previously Presented) The method of Claim 9, wherein the wireless unit 
jarameter comprises numeric assignment module (NAM) parameters. 

20. (Previously Presented) The method of Claim 9, wherein the programming 
Df the wireless unit comprises activation of the wireless unit in a particular 
communications system; and wherein causing the wireless unit to use the wireless unit 
parameter for the programming of the wireless unit comprises causing the wireless unit to 
activate the wireless unit in the particular communications system. 
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21 . (Original) A wireless unit that can be prograrmned ovei-the-air (OTA) by 
( nly a particular service provider, the wireless unit comprising: 

a memory for storing a stored key relatively unique to the wireless unit and 

1 or storing wireless unit information; 

a control for receipt of information OTA fiom the particular service 

jrovider; 

a processor being functionally connected to the control and to the memory, 
uid for, in response to the receipt of the information OTA from the particular service 
jrovider, 

Meeting generation of a trial verification number, 
effecting comparison of the trial verification number with at least a 
oortion of the information from the particular service provider for a match, and 

in response to finding the match, effecting the storing of the 

information in the memory, 

whereby the wireless unit can be programmed OTA only by the particular 
service provider that provides the information thai results in the match with the trial 
verification number. 

22. (Original) The wireless unit of Claim 21, wherein the stored key is 
generated by using a key algorithm (K-algorithm) with an identifier associated with the 
wireless uuit as an input to the K-algorithm. 

23. (Original) The wireless unit of Claim 22, wherein the identifier comprises 
an electronic serial number (ESN) of the wireless unit. 

24. (Original) The wireless unit of Claim 22, wherein the stored key is 
generated by the wireless unit using the K-algorithm with the identifier associated with 
the wireless unit as the input to the K-algorithm. 

25. (Original) The wireless unit of Claim 21, wherein the information 
comprises numeric assignment module (NAM) parameters. 
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26. (Original) The wireless unit of Claim 25, wherein the infonnation 
cbmprises the NAM parameters and a verification namber; and wherein the processor is 

c perative to effect a comparison between the trial verification number and the verification 
ijumber for the match. 

27. (Original) The wireless unit of Claim 26, wherein the verification number 
generated by an authorization algorithm (A-algorithm) having the NAM parameters 

i nd a key as A-algorithm inputs. 

28. (Original) The wireless unit of Claim 27, wherein the key is generated by a 
key algorithm (K-algorithm) having an electronic serial number (ESN) associated with 
be wireless unit as a K-algorithm input 

29. (Original) The wireless unit of Claim 21, wherein the trial verification 
number is generated by using an authorization algorithm (A-algorithm) with the NAM 
parameters and the stored key as A-algorithm inputs. 

30. (Original) The wireless unit of Claim 21, wherein the processor is 
operative, in response to faUing to find the match, to block the storing of the information. 

3 1 . (Original) The wireless unit of Claim 2 1 , wherein the programming 
comprises activation of the wireless unit in a particular communications system. 



32 - 97. (Canceled). 
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